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THE MAILING DATE OF THIS COMMUNICATION. 
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DETAILED ACTION 

1 . This action is in response to the communication filed on September 29, 2000. 
Claims 1 - 80 were received for consideration. No preliminary amendments for the 
claims were filed. Currently claims 1 - 80 are under consideration. 

Information Disclosure Statement 

2. Dated and initialed copies of Applicant's IDS form 1449, Paper No. 5- 11, are 
attached to the Office action. 

Double Patenting 

3. Claims 1 - 80 are provisionally rejected under 35 U.S.C. 101 as claiming the 
same invention as that of claim 1 - 80 of copending Application No. 09/541667. This is 
a provisional double patenting rejection since the conflicting claims have not in fact 
been patented. 

Claim Rejections - 35 USC §112 

The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 



4. Claims 17-20, 37-40, 57-60, 77-80 are rejected under 35 U.S.C. 112, second 
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paragraph, as being indefinite for failing to particularly point out and distinctly claim the 
subject matter which applicant regards as the invention. 

5. In respect to claim 17, 37, 57 and 77, the phrase "chipset isolated nub loader 
hash" and the chipset isolated hash log" are not clearly defined in the specification. 
Claims 17-20, 37-40, 58-60, 78-80 are rejected because they depend from the rejected 
claims . 

Claim Rejections - 35 USC § 102 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351 (a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 

6. Claims 1-5, 21-25, 41-45 and 61-65 are rejected under 35 U.S.C. 102(e) as 
being anticipated by Davis (U.S. Patent No. 6,357,004). 

The applied reference has a common assignee with the instant application. 
Based upon the earlier effective U.S. filing date of the reference, it constitutes prior art 
under 35 U.S.C. 102(e). This rejection under 35 U.S.C. 102(e) might be overcome 
either by a showing under 37 CFR 1 .132 that any invention disclosed but not claimed in 
the reference was derived from the inventor of this application and is thus not the 
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invention "by another," or by an appropriate showing under 37 CFR 1 .131 . 9. In respect 
to claim 61 , Davis discloses a system comprising: 

"at least one processor operating in a secure environment, the at least one 
processor having one of a normal execution mode and an isolated execution mode (see 
Fig. 2, items 135 and 105, col. 3, lines 55-63); 

a memory coupled to the at least one processor, the memory having an isolated 
memory area accessible to the at least one processor in the isolated execution mode 
(see col. 3A, item 205 and 210, col. 4, lines 29-41); and 

a chipset couple to the at least one processor and the memory, the chipset 
having a circuit (see Fig. 2, col. 3, lines 55-63), the circuit comprising: 

an interface to map a device via a bus to an address space of the chipset in the 
secure environment (see Fig. 2 and Fig. 3A, col. 3, lines 55-63 and col. 4, lines 58-41), 
and 

a communication storage corresponding to the address space to allow the device 
to exchange security information with the at least one processor in the isolated 
execution mode in a remote attestation" (see Fig. 2 and 3A, col. 3, lines 15-30 and 4, 
lines 48-58). 10. In respect to claim 62, Davis further discloses, "wherein the security 
information includes at least one of a static public key and a static key certificate" (see 
col. 3, lines 15-30). 

7. In respect to claim 63, Davis further discloses, "wherein the interface comprises: 
a decoder to decode the address space onto the bus so that an access to the chipset is 



Application/Control Number: 09/672,602 



Page 5 



Art Unit: 2131 

passed to the device (see col. 4, lines 37-47, decompression). 

8. In respect to claim 64, Davis further discloses, "wherein the device accesses a 
chipset storage via the address space" (see Fig. 2 and col. 3, line 55-col. 4, line 2). 

In respect to claim 65, Davis further discloses, "wherein the communication storage 
comprises: a configuration storage to store device configuration information (see col. 7, 
lines 5-12). 

9. Claims 1 -5 are apparatus claims that are substantially equivalent to the system 
claims 61-65 and therefore are rejected by a similar rationale. 

1 0. Claims 21 -25 are method claims that are substantially equivalent to the system 
claims 61-65 and therefore are rejected by a similar rationale. 

1 1 . Claims 41-45 are computer readable medium claims that are substantially 
equivalent to the system claims 61-65 and therefore are rejected by a similar rationale. 



Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 



(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
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invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

12. Claims 6-7, 9-17, 26-27, 29-37, 46-47, 49-57, 66-67 and 69-77 are rejected 
under 35 U.S.C. 103(a) as being unpatentable over Davis (U.S. Patent No. 6,357,004) 
in view of Ermolovich (U.S. Patent No. 4,319,233). 

In respect to claim 66, Davis discloses the communication storage as applied to claim 
65 but does not explicitly discloses said storage comprises: 

"a status register to store device status of the device; 

a command register to store a device command for a command interface set; 

and 

an input/output block(IOB) to store input and output data corresponding to the 
command". 

However, Ermolovich discloses a status register to store device status (see col. 
85, lines 37-45), a command register to store a device command (see col. 12, lines 2-6) 
and an input/output block to store input and output data (see col. 71, lines 40-64). It 
would have been obvious to one of ordinary skill in the art at the time the invention was 
made to combine Davis' system of ensuring integrity throughout post processing with 
the teaching of Ermolovich's communication device with data processing system by 
including the status register, the command register and the input/output block taught by 
Ermolovich to prevent data from being lost or corrupted during data transfers between a 
data processing system and an external device (see Ermolovich et al. abstract and col. 
3, lines 26-50). 
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13. In respect to claim 67, Davis and Ermolovich disclose the system of claim 66. 
Davis further discloses, "wherein the configuration storage comprises: 

a public key storage to store the static public key; a key certificate storage to 
store the static key certificate (see col. 4, lines 48-58); and 

an interface set storage to store an interface set identifier, the interface set 
identifier identifying a command interface set supported by the device (see col. 4, lines 
4, lines 48-58). 

14. In respect to claim 69, Davis and Ermolovich disclose the system of 67. 
Ermolovich further discloses, "wherein the command interface set is an initialization set, 
the initialization set supporting a reset command and a connect command" (see col. 54, 
lines 20-28). 

15. In respect to claim 70, Davis and Ermolovich disclose a system of claim 67. 
Davis further discloses "wherein the command interface set is an attestation set, the 
attestation set performing at least one of a public key enumeration, a key certificate 
enumeration, and signing operation" (see col. 4, lines 48-53). 

16. In respect to claim 71 , Davis and Ermolovich disclose the system of claim 70. 
Ermolovich further disclose, "wherein the status register comprises: 
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a connection field to provide a connection status to indicate that the device is 
responsible to the connect command (see col. 9, lines 7-17); and 

an estimate field to provide an estimate of processing time for an operation 
specified in the command" (see col. 16, lines 1-14). 

17. In respect to claim 72, Davis and Ermolovich disclose the system of claim 71 . 
Ermolovich further discloses, "wherein the status register further comprises: 

a self-test field to indicate status of a self test in response to the reset command" 
(see col. 86, lines 4-21). 

1 8. In respect to claim 73, Davis and Ermolovich disclose the system of claim 70. 
Davis further discloses, "wherein the public key enumeration enumerates an additional 
public key than the static public key" (see col.. 4, lines 29-36 and lines 48-53). 

19. In respect to claim 74, Davis and Ermolovich disclose the system of claim 70. Davis 
further discloses, "wherein the key certificate enumeration enumerates an additional key 
certificate other than the static key certificate" (see col. 4, lines 29-36 and lines 48-53). 

20. In respect to claim 75, Davis and Ermolovich disclose the system of claim 70. 
Davis further discloses, "wherein the sign operation generates a signature to attest 
validity of the secure environment using a private key provided by the chipset" (see col, 
2, lines 55-65). 
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21 . In respect to claim 76, Davis and Ermolovich disclose the system of claim 75. 
Davis further discloses, "wherein the signature corresponds to signing a chipset 
parameter" (see col. 2, lines 55-65). 

22. In respect to claim 77, Davis and Ermolovich disclose the system of clam 76. 
Davis further discloses, "wherein the chipset parameter is a software hash" (see col. 2, 
lines 41-54). 

23. In respect to claim 78, Davis and Ermolovich disclose the system of claim 77 
wherein the chipset isolated nub loader hash and the chipset isolated hash log are 
stored in the chipset storage (see col. 2, lines 41-54). 

24. Claim 1 8 is an apparatus claim that is substantially equivalent to the system 
claim of claim 78 and therefore are rejected by a similar rationale. 

25. Claim 38 is a method claim that is substantially equivalent to the system claim of 
claim 78 and therefore are rejected by a similar rationale. 

26. Claim 58 is a computer readable medium claim that is substantially equivalent to 
the system claim of claim 78 and therefore are rejected by a similar rationale. 
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27. Claims 6-7 and 9-17 are apparatus claims that are substantially equivalent to the 
system claims 66-67 and 69-77 and therefore are rejected by a similar rationale. 

28. Claims 26-27 and 29-37 are method claims that are substantially equivalent to 
the system claims 66-67 and 69-77 and therefore are rejected by a similar rationale. 

29. Claims 46-47 and 49-57 are computer readable medium claims that are 
substantially equivalent to the system claims 66-67 and 69-77 and therefore are 
rejected by a similar rationale. 

30. Claim 8, 28, 48 and 68 are rejected under 35 U.S.C. 1 03(a) as being 
unpatentable over Davis (U.S. Patent No. 6,357,004, hereinafter Davis f004]) and 
Ermolovich (U.S. Patent No. 4,319,323) as applied to claim 67 above, and further in 
view of Davis (U.S. Patent No. 5,844,986 hereinafter Davis [986]). 

31 . In respect to claim 68, Davis [004] and Ermolovich disclose the configuration 
storage as applied to claim 67. Davis [004] and Ermolovich do not explicitly disclose, 
"wherein the configuration storage further comprises: 

A manufacturer identifier storage to store a manufacturer identifier; and 
A revision storage to store a revision identifier. However, Davis [986] discloses 
manufacture identifier storage (see col. 3, lines 37-45, software manufacture (BIO 
vendor), BIO code) and revision storage to store revision identifier (see col. 4, lines 713, 
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revision date). It would have been obvious to one of ordinary skill in the art at the time 
the invention was made to incorporate Davis ['004] and Ermolovich's teachings with 
Davis' ['986] teaching of storing a manufacturer identifier and revision identifier for the 
purpose identifying product manufacture and product version information in order to 
determine product compatibility and perform product upgrade. 



32. Claim 8 is an apparatus claim that is substantially equivalent to the system claim 
68 and therefore is rejected by a similar rationale. 

33. Claim 28 is a method claim that is substantially equivalent to the system claim 68 
and therefore is rejected by a similar rationale. 

34. Claim 48 is a computer readable medium claim and is substantially equivalent to 
the system claim 68 and therefore is rejected by a similar rationale. 
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Conclusion 



35. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Kaveh Abrishamkar whose telephone number is 703- 
305-8892. The examiner can normally be reached on Monday thru Friday 8-5. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh can be reached on 703-305-9648. The fax phone number for 
the organization where this application or proceeding is assigned is 703-872-9306. 

Any inquiry of a general nature or relating to the status of this application or 
proceeding should be directed to the receptionist whose telephone number is (703)305- 
3900. 




KA 

4/29/04 



,AYAZ SHEIKH 
i-HVlSOHY PATENT EXAMINER 
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